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Abstract—Enterprise Resource Planning (ERP) is an enterprise
information system designed to coordinate resources,
information, and all activities required for a complete business
process within a company. The most important requirement of
an ERP system is integration. Integration in ERP system is used
to combine the needs of a single software in a logical database, so
that all departments in a company can share information and
communicate with each other well. However, in its application,
business process always changes dynamically. The changes will
cause many variations to the original business process. This
research discusses some frauds occured due to variations in
business processes. Some frauds can be detected by using a
method of process mining with Association Rule Learning
approach. Process mining technique mine the fraud in the
business process by checking the mismatch between event logs of
business process with business process model of a company,
which is better known as Standard Operating Procedure (SOP).
Keywords—association rule learning; fraud detection; fuzzy multi
attribute decision making; fraud detection

I.

INTRODUCTION

Enterprise Resource Planning (ERP) has evolved as an
integration tool, which is used to integrate all enterprise
applications into a data storage center. ERP is easy to access
in order to produce high efficiency for the company. However,
in its application, business process always changes
dynamically. The changes can occur due to several things,
such as modification happened in the requirements or a policy
in a business process that has been run before [1]. The changes
will cause many variations to the original business process. In
practice, variations of business process are sometimes
executed correctly and incorrectly. The incorrect one may be
contains some cheats, called fraud in terms of business
process.
Fraud in business process can cause the losses for the
company. There are many methods to detect the fraud. One of
them is process mining which provides several advantages, i.e.
conformance checking and control flow analysis in process
mining can be used to compare actual data for original
business process model [2]. This research discusses about
fraud detection by using process mining with Fuzzy
Association Rule approach. The evaluation of the proposed
method uses case study of land management business process
at sugar company in ERP system. First step is training process
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to detect deviations which occur in the event logs generated by
all activities in business process. Next step, the deviation data
is analyzed by fuzzy association rule learning method to
produce association rule and the confidence level. The
deviation in this context is the violation behavior which is
produced from the event logs of business processes and
Standard Operating Procedure (SOP) of a company. In
addition, this research is also explained about the calculation
of fraud weight using fuzzy theory set multi attribute decision
making.
The remainder of this paper is organized as follows. In
Section II, we review some research which have been done in
fraud detection. We present our proposed method in Section
III. The results and analysis are explained in Section IV. Last,
this paper is concluded with conclusions and sketched future
works in Section V.
II.

LITERATURE REVIEW

Section II gives a short summary of Fraud, Decision Point
Analysis, Fuzzy Set Multi Attribute Decision Making
(FMADM), and Association Rule Learning (ARL).
A. Fraud
Fraud is wrongful or criminal deception intended to result
in financial or personal gain. Something or someone is
categorized as a fraud if a person or thing intended to deceive
others, typically by unjustifiably claiming or being credited
with accomplishments or qualities [2]. In general, fraud occurs
because there are three fundamental things happen together,
namely incentives or the pressure of cheating, the opportunity
to commit fraud, and attitude or rationalization to justify the
act of cheating [3].
B. Decision Point Analysis
Definition of decision point is the moment a choice is
made or must be made. In order to analyze the choices in a
business process, we first need to identify those parts of the
process model where the process is split into alternative
branches, which is also called decision points. Based on data
attributes associated to the cases in the event logs, we
subsequently want to find rules for following one route or the
others [4].
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C. Fuzzy Set Multi Attribute Decision Making
Fuzzy Multiple Attribute Decision Making (FMADM) is a
method used to find the optimal alternative of a number from
many alternatives with certain criteria. The core of FMADM
is to determine the weight value for each attribute, then
proceed with the ranking process which will determine the
alternatives already given before [5]. Basically, there are three
approaches to find attribute weighted value, namely subjective
approach, objective approach, and integration approach
(combination of subjective and objective approach) [6].
Each approach has its advantages and disadvantages. In
subjective approach, the weighted value is determined by the
subjectivity of the decision makers, so that several factors in
the alternative ranking process can be determined freely.
Whereas in the objective approach, the weight value is
calculated mathematically so that it ignores the subjectivity of
the decision makers [7].
D. Association Rule Learning
Association Rule Learning (ARL) is one of the
unsupervised data mining methods in which an item set is
defined as a collection of one or more items [8]. Based on the
behavior frequently found in a training dataset, the association
rules are used for detection in a testing dataset. The dataset
itself can imply the rules to change. In addition to its existing
implementation [9], association rules is also suitable for
generating filters against fraud. In fraud detection, the rules
based on frequent data should be taken into account in which
they enhance the system to detect a similar fraud in the
following batch [10].
In ARL fuzzy, there is a difference in the calculation of the
support value. For example the support for A => C in the
fuzzy transaction set is supp (A U C) [12]. Suppose the value
A = 0.4 and the value of C = 0.8, then the value of its support
is min (0.4, 0.8) = 0.4. As for the calculation of the value of
confidence equal to the concept of ARL [11].
III.

THE PROPOSED METHOD

The basic idea proposed in this research is to present an
automated solution for fraud detection based on learning in
historical data. The association rules are generated from
training data sets which the rules can show a degree of
confidence to recognize whether a case is true or false.

Fig.1 Discovered process model

B. Throughput Time Analysis
In this step, we analyze the time execution of all activities
in the event logs by comparing them with time execution of
Standard Operating Procedure (SOP) of a company. This is
also done to detect violations in business process model.
C. Decision Point Analysis
In this step, we need to determine the decision point in the
case study of land management business process at sugar
company in ERP system. We also analyze the choices in a
business process using ProM tool. Fig.2 and Fig.3 show that
the process model has split into alternative branches.
Fig.2 shows that ‘Location of Land’ is divided into three
branches. We can conclude that the process model has
decision points.

A. Filtering Event Log
In this step, an analysis of the event logs is done to check
whether the activity is intentionally bypassed or not in
accordance with the business process model of a company.
This analysis is performed using a modified Compliance
Check, part of Conformance Checking analysis in ProM tool,
so that it can show Skip Sequence and Skip Decision
violations.
ProM tool is used to run the event logs and analyze the
result. Fig.1 shows the discovered process model which has
been analyzed using ProM.
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Fig.2 Decision Point Analysis using ProM tool for choice 10 in process model

TABLE I. TABLE OF INTERESTS
Level of
Importance

b

c

d

Very Important

0.7

1

1

1

100%-70%

Important

0.2

0.7

0.7

1

100%-50%

Fair

0.5

0.5

0.5

0.8

80%-20%

Weak

0

0.3

0.3

0.5

0%-50%

Very Weak

0

0

0

0.3

0%-50%

D. Fuzzy Set Multi Attribute Decision Making
In this research, the data of expert interest assessment is
taken from the research conducted by the experts. From the
data, we calculate the weighted value, weighted value for each
category, and attribute fraud. Weighted value is divided into
four parts, i.e. lower bound weighted, middle weighted 1,
middle weighted 2, and upper bound weighted. To calculate
the four weighted values for each category, we can use (1),
(2), (3), and (4).
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Where n is the number of experts, the values a, b, c, and d
are the values of vectors a, vector b, vector c, and vector d in
Table 1.
In the membership function formula, there is a value of x
which is the probability value of the violation obtained from
(5).
(5)

=

The calculation of x is done for each attribute of violation.
The result of this step will be used for the fuzzification phase
to the membership class. Table I explains the level of
importance, vector a, b, c, d, and rating used in this research.
After that, a calculation is done to determine the weighted
value for the violation data. Meanwhile, the violation data is
taken from conformance checking using ProM tool. For the
calculation violation data (P) is obtained by using (6).
=

(6)

In (6), the notations of Cw, Cx, Cy, and Cz represent the
vector values w, x, y and z in Table II, which has correspond to
the fuzzification value of the violation.

Rating

a

Fig.3 Decision Point Analysis using ProM tool for choice 9 in process model

∑

Vector

TABLE II. TABLE DEGREE OF VIOLATION
Attribute
w
x
y

z

Very Bad

0

0

0.1

0.2

Bad

0

0.1

0.2

0.3

Fair

0.1

0.2

0.3

0.4

Good

0.2

0.3

0.4

0.5

Very Good

0.3

0.4

0.5

0.6

In addition, the notations of Da, Db, Dc, and Dd represent
the vector values a, b, c and d in Table I which also has
correspond to the importance value given by the expert. Next
step, the value of P is categorized into the class of violation
according to the membership function of the degree of
violation.
After the value of the violation has been adjusted into the
value of the interest of the experts, the next step is to calculate
the weight for the violation by using the same equation when
calculating the weight of interest with the value of the notation
n = number of +1 experts.
Next, for the weight of interest and violation, the final
rating calculation is used to calculate lower bound weighted,
middle weighted 1, middle weighted 2, and upper bound
weighted using (7).
=

[(

×

)+ [(

×

)

(7)

After the four final weighted ratings have been calculated,
the weighted of fraud of a case is the sum of the four final
weighted ratings. The calculation of weighted fraud is done
for each process to be examined using (8). The value of
weighted of fraud is used to determine the association rule
using Fuzzy ARL.
(8)
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(
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)

E. Fuzzy Association Rule Learning
This method is used to determine the association rules of
violations which occur in business process. The data which
will be processed is data violation with weighted of fraud for
each process. The probability value for each attribute violation
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TABLE III. FRAUD DETECTION WITH ASSSOCIATION RULES
Case

Rules

Confidence

Weight

Class

1

Nothing

0

0

No Fraud

2

Nothing

0

0

No Fraud

3

wDuty DecLFraud

0.27878

0.0049

No Fraud

4

wDecisionL-Fraud

0.4987

0.1226

No Fraud

- is then used to calculate the degree of membership. To
determine the association rule, each attribute of violation is
divided into three types, based on the number of violations
committed, i.e. Low, Middle, and High.
The next step is to calculate the degree of membership of
each attribute violation against three types or class
membership low, middle, and high. The items which pass the
selection are then combined with other items to form a new
itemset. This process is run continuously until no more
formation of the item can be formed or it can be limited to the
formation of the itemset until itemset. In this method, rules are
defined for fraud cases and for non-fraud cases. The
determination of this rule is necessary to correctly define both
fraud and non-fraud cases.
F. Detecting Fraud with Association Rule Data
This method is used as a testing phase to detect fraud in
business processes by matching attribute violations with the
result of association rules. If a case contains an association
rule which is not defined as fraud, then the case is directly

Receive
land
submission

Check the
completeness
of the
document

Check
seeds
quality

Good
seeds
ready for
planting

Seeds
are not
good not
used

Fig.4 Business Process Sugarcane Farm Management
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defined and categorized as a case which is not fraud, despite
having a high confidence value. Whereas if a case contains
fraud association rules, then the case is categorized as fraud.
Table III shows the result of fraud detection.
IV.

In this research, land management applications for sugar
companies has been implemented as case studies. Some
artificial event logs which contain cheats or fraud have been
created. Discovered process model using ProM is shown in
Fig 1. Fig.1 illustrates the flow control model of Standard
Operating Procedure (SOP) of sugar cane management
application. The description of the business process in this
research represents using YAWL (Yet Another Workflow
Language) editor. YAWL is an application used to create and
simulate workflows of a business system, using a compact and
powerful modeling language. YAWL can also create a log file
of a business process simulation, which we can do process
mining against it. This workflow design starts from ‘Receive
land submission documents’. First of all, we check the
completeness of the document. The next processes are
checking the seeds quality and check the status of the land.
‘Check the status of the land’ is done to know which land is
used for the process of planting sugarcane. After we find the
decisions which land will be used, then the land is ready to be
planted sugarcane and land management process is over.
The violations that occurred will be evaluated in the
experiment using two cases. The first case study is the
business process of land management applications in sugar
companies. Further tests are performed using data testing with
additional rules and accuracy. For the second case study is the
process of ‘Check the status of the land’ in ERP system. After
we do testing the two cases, we compare the results of the two
cases.

Own land

Check the
status of
the land

EVALUATION

Contract
land

Farmers
land

Do land
records

Decide
land
status

Contract
with a third
party

Contract
lease with
farmers

Decide the
land to be
used

Land ready
for use

Land_Status
Land_Size
Land_Location

Receive
land
submission

Check seeds quality

Check the
completeness

Good
seeds
ready for
planting

IF Land_Status=Own Land
AND
Land_Size=2000 Ha

IF Land_Status=Contract
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Decide
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Land ready
for use

Contract
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Fig.5 Misrepresentation of Resource

V.

EVALUATION AND TESTING

In this research, there are two cases which will be
implemented. The first case study is the business process of
land management applications in sugar companies. Variations
of violations which may occur in this case are 150. The
experiment was conducted using 100 cases, consisting of 75
cases for training and 25 cases for testing. For 35 cases
training, consisting of 5 cases which are not fraud without
violation at all (weight = 0), 5 cases which are not fraud and
violation is only one type with low intensity, and 25 cases
which are fraud. After we analyze the business process, we get
the results Table IV.
TABLE IV. ACCURACY METHOD WITHOUT CASE RULE

Min
Confidence
0.1
0.2
0.3
0.4
0.5
0.6

TP

FP

TN

FN

Accuracy

67
67
65
65
62
54

15
15
15
13
12
10

12
12
12
13
10
10

0
2
2
3
3
15

0.75
0.74
0.46
0.43
0.59
0.61

TABLE V. ACCURACY METHOD WITH CASE RULE

Min
Confidence

TP

FP

TN

FN

Accuracy

0.1
0.2
0.3
0.4
0.5
0.6

70
75
67
65
66
60

7
7
6
6
6
6

30
30
27
28
25
30

0
0
25
20
20
20

0,093
0,096
0,089
0,091
0,094
0,086

The measurement of this accuracy is determined using the
minimum confidence value. For accuracy calculation results,
we use (9).
(9)
=

The accuracy calculation in the first case study is the
highest accuracy of 73% for the minimum values of
confidence 0.1 and 0.2. Table IV shows that there is a large
number of false positive with probability of 17/35, whereas
the number of false negative is less with probability 0. Based
on this result, we can conclude that the normal case is not
properly defined yet. Thus, it is necessary to establish a rule
which defines a normal case to reduce the number of false
positive and increase the accuracy.
Furthermore, the experiments were performed in data set
with additional rules and the accuracy increased to 96% with
the probability that the number of false positive reduced to
4/35. The results of the calculation of accuracy with additional
rules can be seen in Table V.
After the training and testing were performed and we obtain
the data, the accuracy of the data testing calculation is the
same for the first case study. The accuracy calculation was
performed in one condition, i.e. conditions with the same rules
for the first case study. This is done to determine whether the
established rules can be used to detect fraud in the land
management business process. Table VI shows the final result
of the accuracy calculation results.
TABLE VI. ACCURACY AGAINST DATA TESTING ON ERP CASE
STUDY “CHECK THE STATUS OF THE LAND”

Min
Confidence

TP

FP

TN

FN

Accuracy

0.1

39

5

37

0

0,097

0.2

39

2

50

0

0,096

0.3

39

2

27

1

0,089

0.4

38

2

28

1

0,091

0.5

38

2

25

9

0,094

0.6

38

2

30

9

0,086
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VI.

This research paper discusses some frauds occured due to
variations in business processes. Some frauds can be detected
by using a method of process mining with Association Rule
Learning approach. Process mining technique can mine the
fraud in the business process by checking the mismatch
between event logs of business process with business process
model of a company, which is better known as Standard
Operating Procedure (SOP). The conclusions from the
experiment which have been done before are:
x

From the results of the experiments which have been
conducted in two cases, conformance checking
method in process mining can be used to detect
deviation in business process.

x

Fuzzy association rule method can be used to
determine fraud based on business process. This is
indicated by the accuracy value obtained from the
fraud detection process for both cases that reached
more than 90%.

x

In addition, the establishment of specific additional
rules for handling non-fraud cases can help to
improve accuracy as it reduces the occurrence of
False Positive in fraud detection, which is shown in
Table V. The accuracy to detect fraud in the first case
study without using the additional rule is only 74%.
And in Table VI, when we use an additional rule, the
accuracy to detect fraud increases to 96%.
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